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Abstract:

The vast majority of software verification research to date has concentrated on quali-
tative analysis methods, for example the absence of safety violations in program
executions. Many programs, however, contain randomisation, timing and resource
information. Quantitative verification is a technique for establishing quantitative prop-
erties of a system model, such as the probability of battery power dropping below
minimum, the expected time for message delivery and the expected number of mes-
sages lost before protocol termination. Tools such as the probabilistic model checker
PRISM (www.prismmodelchecker.org) are widely used in several application do-
mains, including security and network protocols, but their application to real software
is limited.

This lecture presents recent results concerning quantitative software verification for
ANSI-C programs extended with random assignment. The goal is to focus on system
software that exhibits probabilistic behaviour and properties such as “the maximum
probability of file-transfer failure”, or “the maximum expected number of failed trans-
missions”. We use a quantitative abstraction-refinement framework based on predi-
cate abstraction, in which probabilistic programs are represented as Markov decision
processes and their abstractions as stochastic two-player games. These techniques
have been implemented using components from GOTO-CC, SATABS and PRISM
and successfully used to verify actual networking software.
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